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CSA D Customer Specific Analysis and Development
for CrypToken® and WebSecurity 3¢« fl authentication

done right™

Contact information (please fill out all fields — no PO Box accepted):

Contact Person: Address:

Customer ID i known): D:I:I:I:I

Company: City:

Phone: State: ZIP Code:
Email: Country:

Fax: WEB Site:

1 Short task description:

2 Project overview

2.1 We are seeking a solution for:
EI a commercially deployed application EI inhouse use EI government / public / educ. sector

2.2 We expect a quantity of needed tokens of p.a., or as a one time purchase.

2.3 Roll-Out of our solution is scheduled for: [date]

2.4 Currently we are using:
[l password authentication [_]another product:

[]  none (it's a new project)

3 Solution description

|:|3.l We require a solution consisting of hardware token and software application, e.g. PKI, Secure
Logon, Web Security, ......

[ ]3.1 We require VPN support or Firewall authentication support (e.g. Checkpoint, PIX).

[ ]3.2 We require authentication tokens - corporate wide in a large scale environment, and/or
database authenticated logon:

[ ] MS Exchange Server Version: [ ] windows Terminal Server Version:

|:| Citrix Terminal Server Version: |:| Lotus Domino Server Version:
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[]sAP Module:

[] MysQL Version: [] PostgreSQL Version:

|:| Interbase Version: |:| Adabas Version:

[ ] oracle Version: [] pB2 Version:
Operating System: [ client Mode [ ] server Mode

[ ] Client Host Mode (like Terminal Server)
[ ] “Managed Identity" with [ ] LDAP [ ] Active Directory [ ] Samba
|:| Other:

[ ]3.3 Regulatory compliance: We require a solution in accordance with:

[ ]Hardware- (Chip-) Security Level Key Length:

[ ] SmartCard Operating System Certified Level

[]Publicly held organizations: COBIT / Sarbanes-Oxley Standards Sections 302/404

[ ] Federal Government (non DoD): FIPS 199/200, FISMA, NIST SP800-53IA &-AC, OMB A130
[] DoD & other Nat. Security Systems: DoD 8500 1 & 2, DCID 6/3, DITSCAP, DIACAP

[ ]Health Care: HIPAA, PCI (Payment Card Industry, here: Credit Processing)

[ ] Financial: GLBA, PCI, Basel I

[] utilities: NERC, WISE

[ ] Education: FERPA, PCI

|:| International: 1ISO 17799, ISO 27001, PCI, Basel Il

|:| Digital Signature Law, Country or State:

|:| California Cyber Security Laws, Section:
|:| We require a specific algorithm: , with Key Length

|:| We need to load an application onto the token; description:

|:| Other:

|:|3.4 We are seeking a hardware manufacturer (with or w/o systems integration - no software- or
application support needed).

[ ]3.1 Our planned token solution is intended as a supplement to a smartcard based authentication
strategy, with concurrent operation of both technologies.
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4  Which Authentication Solution is considered?
4.1 Hardware

] CrypToken M2048 (MULTOS based) L] CrypToken MX2048 (JavaCard based)

4.2 Software

[ ] Standard Cryptographic Service Provider (CSP) implementation, based on:

[] MS-CAPI [ ] PkCS#11 [] other:
[ ] API implementation, based on:
|:| MULTOS |:| JavaCard |:| Other Smartcard OS:

[ ] We need support for the following development environment or tools (hame and version):

[ ]32Bit [ ] 64 Bit [ ] 16 Bit

4.3 Target Operating System:

[] Windows [ |32 Bit[_]64 Bit  Version(s):

[] Linux[]32 Bit[_]64 Bit  Version(s):

[ ] Mac OS X Version: [ ]Other:
Special requirements:

5 Your remarks and suggestions:

Please return the CSD form to:

MARX CryptoTech LP MARX Data Security GmbH
3355 Annandale Lane, Suite 2 Vohburger Str. 68

Suwanee, GA 30024, U.S.A. 85104 Wackerstein, Germany
@ (+1) 770-904-0369 2 +49 (0) 8403-9295-14

Fax: (+1) 770-904-3893 Fax: +49 (0) 8403-9295-29
support@cryptotech.com datasec@marx.com

For more information please call us or visit www.cryptoken.com.
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